INTERNATIONAL ISO/IEC
STANDARD 10164-16

First edition
1997-05-15

Information technology — Open Systems
Interconnection — Systems Management:
Management knowledge management
function

Technologies de l'information — Interconnexion de systémes
ouverts (OSl) — Gestion-systémes: Fonction de gestion de connaisance
de gestion

sol1EC
Iso Reference number

ISO/IEC 10164-16:1997(E)




ISO/IEC 10164-16:1997(E)

Contents
Page
1 S0P .ttt ettt b bbb R e Aot e s oSt et s ete s ess st et esnes st eananas 1
2 NOTAIVE TEFETEIICES ...ttt ettt ettt e sttt a et e st eeteeee et e eteeeaeeteeneesseeseneeseenseneenes 1
2.1  Identical ITU-T Recommendations | International Standards..................c..ocooeviiiiioieieeeee e, 2
2.2 Paired ITU-T Recommendations | International Standards equivalent in technical content............... 3
2.3 Additional TEIETENICES .....ccuiiuiieiiiiiieiete ettt sttt ettt et et n et ene s 3
3 DIETINIONS 1.ttt ettt st et a e b bt e bttt e st et e e s e s ea e b e bs et e eaeereeeteete e ennetennenens 3
3.1 Basic reference model defInitionsS........cccoeiiiiiiiriininiiieeeeee e 4
3.2 Application layer structure defInItionS.........ccoceriiiiiiiiiniiineetee et 4
3.3 OSI conformance testing defiNItiONS.........cccereririeieiiieieecte ettt e 4
3.4 DIrectory defiNItONS .....co.eiuiiiiriitieiietet ettt et et ettt et e te et et a et e et enns 4
3.5 Management framework defiNitions ..........ccccirieuiviiiriiineiir et 5
3.6  Systems management OVerview defINItionS .........ccceveriiiriniinieiieiecee e 5
3.7 CMIS defINItIONS .. veiieiiitieiieeie ettt et ete st ettt e ste et e e taeeaeeenbeeereeneeeteesaeeeeneesseesaeeneesesaeenenes 5
3.8  Management information model definitions ..........covuiierirenineneiee e 5
3.9  Guidelines for the definition of managed objects definitions .............c.cooeiicviiiiiiiiii e, 6
3.10 Requirements and guidelines for ICS proformas associated with OSI management definitions........ 6
3.11 General relationship model defInItions .........cccoueciiiiiriiirienieieereeee s 6
3.12  Additional defIMItIONS ......ccceeuiriiietitetetet ettt ettt ettt ettt et eete et e st e s e eteeteeeeeseeeeneneeneas 6
4 ADDTEVIALIONS ...ttt ettt ettt b bt e et e bt e ne et et e teetb e et e ese e teeneeseeseereenteensesseeneeaeeeeeaeseeeneeneneas 6
COMVEIITIONS ...uriiteiiteieeitet ettt et et et ettt st e s et e st e s tt et e e e st es e eaeeeeeees e e seesssaesseerseasseenseesaessnssenseeneeesesreeneeeneeteens 7
6 REQUITEIMENES ...ttt e sttt et b e st e e e as s e teese s e teeaeeseeseeenes 8
6.1  Managed object class KNOWIEAEE........cccoeriiiiirieiiei e 8
6.2  Managed object class instance KNOWIEdZE........ccccooeviiriniiieiiiiiiiie e 9
6.3  Relationship KNOWIEAZE .......c.ooiiiiriiiiiiii et 9
6.4 MIS-USEr KNOWIBAZE ....c.couiiuiiiiiiiteieitiee ettt eee e enae 9
6.5 Management information definition Knowledge ...........coeiiiniininiiniiiii e, 9
7 IMLOAEL ..ttt s et b et e s e bkt e bt et e at et e ete et e ete et e e ee et e e et e e eneenan 9
7.1  Management knowledge managed ODJECES. ........oceiiiiiririiiii e 10
7.2  Management knowledge Dire€Ctory ODJECTS.....cciiiiiirieiiiiiiiee ettt 11
7.3  Relationship between management knowledge requirements and model............c..coocevevevevinenennnn 17
8 GENETIC AETIMITIONS ...cv ittt ettt ettt et et e et eeeee et e eeeeeeeeaeeneeeeeeaeseeeeeeeeeneeeenea 18
8.1 MaANAZEA ODJECLS ...eviiiiiieiieiee ettt ettt et e e e e e eneneeana 18
8.2 INAME DINAINGS ...ttt ettt ettt s et ee e 22
8.3 ACHIONS ...ttt h ettt e ettt ee ettt e et et e e et en et et et eneeeaene 23

© ISO/IEC 1997

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or
utilized in any form or by any means, electronic or mechanical, including photocopying and
microfilm, without permission in writing from the publisher.

ISO/IEC Copyright Office * Case postale 56 * CH-1211 Genéve 20 * Switzerland

Printed in Switzerland

ii



8.4 COMPUAIICE ...ttt ettt ettt et e et e e e e s e e et e e s ee e eee e ee e e 24
8.5  Generic definitions from the Object management funCtion .............coooeeoeeeeoeeoooe o, 24
8.6 DITECIOTY ODJECLS ...cviuiititiitieicteete ettt ettt ettt ee ettt et et e e et e e e e s e e e 24
9 SEIVICE AETINITION ..ottt ettt ettt ettt ee et e e ee e e e s et e e e e et 26
0.1 INITOAUCTION ...ttt ettt ettt ettt ettt e e e e et e e e e s e e e e e e e e eee e 26
9.2 Management knowledge managed ODJECES. ........ouiuiiiuieiiiie oo, 27
9.3 INOULICALION SEIVICES ..uvviieeiiereirietiteteteitetet ettt ettt ee et see et e e e et e s e eees e e et ot es e ee oo ee e ens 27
0.4 ACHION SEIVICES .....iuiuiieieuiitetietete ettt ettt ettt ettt ettt ettt e e e et et e ee e s e e et e e oo ee e 27
9.5 DIFECIOTY SEIVICES ..ueveviiiiiiccetietesetetseseiet ettt e st ettt bttt s et s st st e ee e s e esesesesesesesessesssseseseseseseees 28
10 Systems management fUNCioNal UNIS ..........coeoivierieieiiieiiteieee et 28
11 Protocol and abstract SYNTAX..........cocuiiiiiiiiiiiiie ettt sttt e e e e e e e e e e e e e ees e s eeeeenns 29
L1.1 ADBSHIACE SYIEAX....couiiiiiiiiiiiee ittt ettt ettt a et et se et e et sae st etesbe s et et esemeeneesessessesesensenes 29
11.2  Get textual representation elements Of PrOCEAUIE ........cccviuiiiiiriiiiiritiiiie e es e s een 33
11.3 Management information tree search elements of Procedure ...............c.ocoovvevieiveeneeeeeneeeeseeeeee e 35
11.4 Negotiation of fUNCHONAL UNILS ......c.ciiiiiiiiiiirrnieee ettt eeeeene 36
L1.5  CMIP fRALUIES ..ottt ettt ettt ettt s et ettt ettt e e s eeeeeeaeeseeeee et eneesaeeeessessesssensenesaeenns 36
12 Relationships with other functions and the DIr€CtOry ...........ocuieiiviiiiviiiieiiieeeee et en s 36
13 CONTOIIMANCE ...ttt ettt et et e be s teeaseseeaeeseestessenteeseeaeeneenseneeseensessessessesssssenses 36
13.1  Static CONFOIMANCE. ........euiciiiiiieriirtctcii ettt b ettt s et sttt e eseeseeesaeee et eeeeeeeees 36
13.2  DyNamic CONFOIIMIANCE ......c.eiveuiirieueerteterertntererteteeissesestetesesseeesseesesesessesessssesesseseseneneseeessaseessseseseeas 37
13.3 Management implementation conformance statement reqUITEMmMEnNts ................cooeeveueeeereeeeeeereereenenns 37
Annex A — Management knowledge managed ODJECES........coiviiriririiiinieneie ettt et s eee 38
Al Allocation of 0bject IdeNtFIELS .......c.civiviiiiriiiirieireere ettt ee e 38
A.2  Repertoire managed object defINItONS. .......ccooirieieiiriecieiiect ettt ee e 38
A.3  Definition managed object defIMItIONS ........ccouvuvuruiuiieeiniiiiteceecte et enes 41
A4 Discovery managed object defINIONS ........c.coccotviiiniriieiiiicieeec ettt 51
Annex B — Management kKnowledge DIr€CtOTy ODJECS .....cveverieriiiiteciceicieiit ettt ee e e s v e e eeesaesesaenes 53
B.1  Repertoire Directory object defINItIONS. ........ccuerviriiniiiuieiiiicreceecei ettt ee e eeeeaeeee e eseeeae s 53
B.2  Definition Directory object defINIIONS .........ccvcirieriiiiienieiieiiteeeerece e et es 54
ANNEX C — MOCS PIOfOIING ..oviiiiiiiiiiiiieiieie ettt ettt sttt et e et eete st e saeese et eese st eeseeneseeesessesneeneseeanes 60
C.l INITOUCHION. c.c..ceitiiitiicie ettt ettt ettt sttt st a e st e st ets s b ese b esseneeaese et enesaenesseneeaenseneseeneenenes 60
C.2  Identification of the IMPIEMENtALION .......ccovvvrueuiriuiiiiirtiretetct et aenena 61
C.3  Identification of the documents in which the management information is defined ............................ 62
C.4  Management CONfOIMANCE SUMIMATY ....c.coveveriririeririereinrereiteteseesesesseseseeesesesseseseseeeesesseseessensssesesesessons 62
Annex D — MICS Proforma........ocooiiiiiiiiiiiiiice ettt st ettt et ne et et st seneseens 67
DLl INIEOAUCHION .ttt ettt st ettt sttt eas e e et seneensestestessessestesaeneennenne s 67
D.2  Instructions for completing the MICS proforma to produce an MICS ...........cccovevviviveeeeceeeeeceenennn. 67
D.3  Statement of conformance to the management information...............ccooveveeviveeeeeneeeeeeeeeee e 67
ANNeX E — MOCS PrOfOTINA. ....c.cciiiiiriieieiieeie ettt ettt ettt r et s et ee e e eeeee e e e eeeeeenenreneene 71
Eil  INTOQUCHION .ccuiiiiiiiitiiiete ettt ettt ettt a ettt e st e et e et s e tesreessesteseeeteeneeeneneeneensennens 71
E.2  Instructions for completing the MOCS proforma to produce an MOCS ............cocooveiivemeceverereennn, 71
E.3  Statements of conformance to the managed object Classes.............cocovcvieiiiiiiiieeecee e 71
Annex F — MRCS Proforma ...ttt ettt 101
Fil IDIOQUCTION ...ttt sttt sttt et st ettt et et sttt eneeae et e st eee e esese e eeneneene 101
F.2  Instructions for completing the MRCS proforma for name binding to produce an MRCS ................ 101
F.3  Statement of conformance to the name bindINgG............ccooviiiiiirioeieieeeeeeeee et ee e 101
Annex G — Guidelines for use of management knowledge ObJeCtS...........ccviiviirieiiiiiciiiicce e 103
Annex H — Access options for the definition knowledge dir€ctory tree..........oecivveeirieiciiniinirieieeeseee e 104

iii



ISO/IEC 10164-16:1997(E) © ISO/IEC

Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commission) form
the specialized system for worldwide standardization. National bodies that are members of ISO or IEC participate in the
development of International Standards through technical committees established by the respective organization to deal
with particular fields of technical activity. ISO and IEC technical committees collaborate in fields of mutual interest.
Other international organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work.

In the field of information technology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1. Draft
International Standards adopted by the joint technical committee are circulated to national bodies for voting. Publication
as an International Standard requires approval by at least 75 % of the national bodies casting a vote.

International Standard ISO/IEC 10164-16 was prepared by Joint Technical Committee ISO/IEC JTC 1, Information
technology, Subcommittee SC 21, Open systems interconnection, data management and open distributed processing, in
collaboration with ITU-T. The identical text is published as ITU-T Recommendation X.750.

ISO/IEC 10164 consists of the following parts, under the general title Information technology — Open Systems
Interconnection — Systems Management.

— Part 1: Object Management Function

— Part 2: State Management Function

— Part 3: Attributes for representing relationships

— Part 4: Alarm reporting function

— Part 5: Event Report Management Function

— Part 6: Log control function

— Part 7: Security alarm reporting function

— Part 8: Security audit trail function

— Part 9: Objects and attributes for access control

— Part 10: Usage metering function for accounting purposes
— Part 11: Metric objects and attributes

— Part 12: Test Management Function

— Part 13: Summarization Function

— Part 14: Confidence and diagnostic test categories

— Part 15: Scheduling function

— Part 16: Management knowledge management function
— Part 17: Change over function

— Part 18: Software management function

v
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— Part 19: Management domain and management policy management functions
— Part 20: Time management function
— Part 21: Command sequencer

— Part 22: Response time monitoring function

Annexes A to F form an integral part of this part of ISO/IEC 10164. Annexes G and H are for information only.
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INTERNATIONAL STANDARD

ITU-T RECOMMENDATION

INFORMATION TECHNOLOGY - OPEN SYSTEMS INTERCONNECTION -
SYSTEMS MANAGEMENT: MANAGEMENT KNOWLEDGE
MANAGEMENT FUNCTION
1 Scope

This Recommendation | International Standard defines the Management knowledge management function. The
Management knowledge management function is a Systems Management function which may be used by an application
process in a centralized or decentralized management environment to interact for the purpose of systems management, as
defined by the OSI Management framework, CCITT Rec. X.700 and ISO/IEC 7498-4. This Recommendation |

International Standard defines a function which consists of generic definitions and services. This function is positioned

j38Li 8 4 ial SwalilalC QLllllits a 2U AL RIS V2 pRARALL RLALAANNIRVIAS &XC SRIVIALLTS., 1145 1uiiCuUil 15 PUSIUVICU

in the application layer of the OSI reference model, ITU-T Rec X.200 | ISO/IEC 7498-1, and is defined according to the
model provided by ITU-T Rec. X.207 | ISO/IEC 9545. The role of systems management functions is described by
CCITT Rec. X.701 | ISO/IEC 10040.

This Recommendation | International Standard:
— identifies the set of requirements satisfied by the function;
—  provides a model for the behaviour of management knowledge objects;

—  specifies the management requirements of the function and how these are realized by specification of
managed objects and their behaviour or by specification of Directory objects;

—  specifies the mapping of these services onto the CMIS services;

—  specifies the abstract syntax of the parameters of the MAPDUs that will be used to refer to managed
objects and their characteristics.

This Recommendation | International Standard does not:

—  define the nature of any implementation intended to provide the Management knowledge management
function;

—  specify the manner in which management is to be accomplished by the user of the Management
knowledge management function;

—  define the nature of any interactions which result in the use of the Management knowledge management
function;

—  specify the services necessary for the establishment, normal and abnormal release of a management
association;

—  define the interactions which result by the simultaneous use of several management functions;

—  define connection establishment or authorization requirements for the use of these functions or for any
associated activity;

—  preclude the definition of further management knowledge object classes.

2 Normative references

The following Recommendations and International Standards contain provisions which, through reference in this text,
constitute provisions of this Recommendation | International Standard. At the time of publication, the editions indicated
were valid. All Recommendations and Standards are subject to revision and parties to agreements based on this
Recommendation | International Standard are encouraged to investigate the possibility of applying the most recent
edition of the Recommendations and Standards listed below. Members of IEC and ISO maintain registers of currently
valid International Standards. The Telecommunication Standardization Bureau of the ITU maintains a list of currently
valid ITU-T Recommendations.

ITU-T Rec. X.750 (1996 E) 1
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2.1

Identical ITU-T Recommendations | International Standards

ITU-T Recommendation X.200 (1994) | ISO/IEC 7498-1:1994, Information technology — Open Systems
Interconnection — Basic Reference Model: The Basic Model.

ITU-T Recommendation X.207 (1993) | ISO/IEC 9545:1994, Information technology — Open Systems
Interconnection — Application Layer structure.

ITU-T Recommendation X.210 (1993) | ISO/IEC 10731:1994, Information technology — Open Systems
Interconnection — Basic Reference Model — Conventions for the definition of OSI services.

ITU-T Recommendation X.217 (1995) | ISO/IEC 8649:1996 Information technology — Open Systems
Interconnection — Service definition for the Association Control Service Element.

ITU-T Recommendation X.501 (1993) | ISO/IEC 9594-2:1995, Information technology — Open Systems
Interconnection — The Directory: Models.

ITU-T Recommendation X.511 (1993) | ISO/IEC 9594-3:1995, Information technology — Open Systems
Interconnection — The Directory: Abstract service definition.

ITU-T Recommendation X.520 (1993) | ISO/IEC 9594-6:1995, Information technology — Open Systems
Interconnection — The Directory: Selected attribute types.

ITU-T Recommendation X.521 (1993) | ISO/IEC 9594-7:1995, Information technology — Open Systems
Interconnection — The Directory: Selected object classes.

ITU-T Recommendation X.680 (1994) | ISO/IEC 8824-1:1995, Information technology — Abstract Syntax
Notation One (ASN. 1): Specification of basic notation.

ITU-T Recommendation X.681 (1994) | ISO/IEC 8824-2:1995, Information technology — Abstract Syntax
Notation One (ASN.1): Information object specification.

ITU-T Recommendation X.682 (1994) | ISO/IEC 8824-3:1995, Information technology — Abstract Syntax
Notation One (ASN.1): Constraint specification.

ITU-T Recommendation X.683 (1994) | ISO/IEC 8824-4:1995, Information technology — Abstract Syntax
Notation One (ASN. 1): Parameterization of ASN. 1 specifications.

ITU-T Recommendation X.690 (1994) | ISO/IEC 8825-1:1995, Information technology — ASN.1 encoding
rules: Specification of Basic Encoding Rules (BER), Canonical Encoding Rules (CER) and Distinguished
Encoding Rules (DER).

CCITT Recommendation X.701 (1992) | ISO/IEC 10040:1992, Information technology — Open Systems
Interconnection — Systems management overview.

CCITT Recommendation X.720 (1992) | ISO/IEC 10165-1:1993, Information technology — Open Systems
Interconnection — Structure of management information: Management Information Model.

CCITT Recommendation X.721 (1992) | ISO/IEC 10165-2:1992, Information technology — Open Systems
Interconnection — Structure of management information: Definition of management information.

CCITT Recommendation X.722 (1992) | ISO/IEC 10165-4:1992, Information technology — Open Systems
Interconnection — Structure of management information: Guidelines for the definition of managed
objects.

ITU-T Recommendation X.724 (1993) | ISO/IEC 10165-6:1994, Information technology — Open Systems
Interconnection — Structure of management information: Requirements and guidelines for implementation
conformance statement proformas associated with OSI management.

ITU-T Recommendation X.725 (1995) | ISO/IEC 10165-7:1996, Information technology — Open Systems
Interconnection — Structure of management information. General relationship model.

CCITT Recommendation X.730 (1992) | ISO/IEC 10164-1:1993, Information technology — Open Systems
Interconnection — Systems Management: Object Management Function.

CCITT Recommendation X.735 (1992) | ISO/IEC 10164-6:1993, Information technology — Open Systems
Interconnection — Systems Management.: Log control function.

ITU-T Recommendation X.741 (1995) | ISO/IEC 10164-9:1995, Information technology — Open Systems
Interconnection — Systems Management. Objects and attributes for access control.

ITU-T Rec. X.750 (1996 E)
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Paired ITU-T Recommendations | International Standards equivalent in technical content

CCITT Recommendation X.208 (1988), Specification of Abstract Syntax Notation One (ASN.1).

ISO/IEC 8824:1990, Information technology — Open Systems Interconnection — Specification of Abstract
Syntax Notation One (ASN.1).

CCITT Recommendation X.209 (1988), Specification of basic encoding rules for Abstract Syntax
Notation One (ASN.1).

ISO/IEC 8825:1990, Information technology — Open Systems Interconnection — Specification of Basic
Encoding Rules for Abstract Syntax Notation One (ASN.1).

CCITT Recommendation X.290 (1992), OSI Conformance testing methodology and framework for
protocol Recommendations for CCITT applications — General concepts.

ISO/IEC 9646-1:1994, Information technology — Open Systems Interconnection — Conformance testing
methodology and framework — Part 1: General concepts.

CCITT Recommendation X.291 (1992), OSI Conformance testing methodology and framework for
protocol Recommendations for CCITT applications — Abstract test suite specification.

ISO/IEC 9646-2:1994, Information technology — Open Systems Interconnection — Conformance testing
methodology and framework — Part 2: Abstract Test Suite specification.

ITU-T Recommendation X.296 (1995), OSI conformance testing methodology and framework for
protocol Recommendations for ITU-T applications — Implementation conformance statements.

ISO/IEC 9646-7:1995, Information technology — Open Systems Interconnection — Conformance testing
methodology and framework — Part 7: Implementation Conformance Statements.

CCITT Recommendation X.700 (1992), Management framework definition for Open Systems
Interconnection (OSI) for CCITT applications.

ISO/IEC 7498-4:1989, Information processing systems — Open Systems Interconnection — Basic
Reference Model — Part 4: Management framework.

CCITT Recommendation X.710 (1991), Common management information service definition for CCITT
applications.

ISO/IEC 9595:1991, Information technology — Open Systems Interconnection — Common management
information service definition.

CCITT Recommendation X.711 (1991), Common management information protocol specification for
CCITT applications.

ISO/IEC 9596-1:1991, Information technology — Open Systems Interconnection — Common management
information protocol — Part 1: Specification.

Additional references

ISO/IEC ISP 11183-1:1992, Information technology — International Standardized Profiles AOMIn OSI

Management — Management Communications — Part 1: Specification of ACSE, presentation and session
protocols for the use by ROSE and CMISE.

ISO/IEC ISP 11183-2:1992, Information technology — International Standardized Profiles AOMIn OSI
Management — Management Communications — Part 2: CMISE/ROSE for AOMI2 — Enhanced
Management Communications.

ISO/IEC ISP 11183-3:1992, Information technology — International Standardized Profiles AOMIn OSI
Management — Management Communications — Part 3. CMISE/ROSE for AOMI11 — Basic Management
Communications.
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